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Key Terms 
Overview

• Vulnerability Assessment

• A systematic process to identify, analyze, and prioritize vulnerabilities in IT 
systems and networks.

• Focus: Assess the potential risk and impact of discovered vulnerabilities.

• Mitigation Planning

• Developing specific strategies to reduce or eliminate risks associated with 
identified vulnerabilities.

• Focus: Prioritize remediation steps and allocate resources effectively.

• Vulnerability Scanning

• An automated process to scan systems for known vulnerabilities using 
specialized tools.

• Focus: Identify configuration errors, outdated software, or unpatched 
systems.

• Hardware and Systems Security

• Ensures that physical devices and IT systems are safeguarded against 
tampering or unauthorized access.

• Focus: Protect endpoints, servers, and devices from physical and digital 
threats.

• Information Systems Security Baseline

• A documented set of security standards and configurations for IT systems 
to ensure consistency and reduce risk.

• Focus: Serves as a benchmark for system configuration and policy 
compliance.
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Notes 
(Explanation of 

the Graphic)

• The Information Systems Security Baseline acts as the foundation for 
maintaining a secure IT environment. Here’s how the terms interrelate:

1. Vulnerability Scanning: This is the first step to identify weaknesses in IT 
systems. However, scanning alone cannot provide a full risk profile or 
account for evolving threats.

2. Vulnerability Assessment: Once scanning is complete, assessments 
analyze the vulnerabilities' potential risk and prioritize them for 
remediation.

3. Mitigation Planning: Based on the assessment, specific strategies are 
developed to address the highest-priority risks. This ensures efficient use 
of resources.

4. Hardware and Systems Security: Security of devices and systems is 
essential to prevent exploitation of vulnerabilities. Physical and software 
controls must align with baseline standards.

5. Information Systems Security Baseline: Without a baseline, there’s no 
consistent framework to guide scanning, assessment, and mitigation 
efforts. The baseline ensures that all systems are configured and 
maintained consistently, reducing the overall threat surface and ensuring 
compliance with security standards.

• Regular updates to the baseline ensure that new vulnerabilities are 
accounted for and mitigated proactively. Scanning alone is insufficient 
because it only highlights existing issues, not systemic weaknesses that a 
baseline can address.



Why an Up-to-Date 
Security Baseline Is 

Critical

• Systematic Consistency: Ensures all 
systems follow the same security 
configurations and policies.

• Prevents Gaps: A proactive baseline 
addresses vulnerabilities before they 
can be exploited.

• Supports Compliance: Maintains 
adherence to legal and industry 
regulations.

• Reduces Dependency on Scanning 
Alone: Scanning identifies issues, but 
without a baseline, fixes are inconsistent 
and reactive.

• Improves Efficiency: Reduces 
remediation costs by preventing issues 
rather than reacting to them.



Recommendations for Boldi AG

Perform a Detailed Vulnerability 
AssessmentIdentify and prioritize 
risks based on current system 
weaknesses.

Establish and Regularly Update a 
Security BaselineCreate a 
documented baseline aligned with 
industry standards.

Update after every major 
vulnerability scan or system 
change.

Invest in Hardware and Systems 
SecuritySecure endpoints and 
critical infrastructure against 
physical and digital threats.

Adopt a Continuous 
Improvement CycleUse 
vulnerability scans and 
assessments to refine and 
reinforce the baseline.

Implement mitigation plans 
promptly and evaluate their 
effectiveness.



Questions & Next Steps

Contact: Gabriel Reis 
Santos / PCW Team

Let’s Discuss: How we can 
support Boldi AG in 
strengthening their security 
posture.
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